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Digitalization and networking bring with them an enormous 

growth potential for companies and will gain more importance 

for	Germany	as	a	business	location	in	the	coming	years	[1,	

2]. The management and strategy consultancy McKinsey & 

Company estimates that German companies will be able to 

generate	an	additional	€	126	billion	in	added	value	by	2025	

through consistent digitalization [3]. Viewed in this overall 

context, the manufacturing sector generated more than a 

quarter	of	Germany’s	total	gross	domestic	product	in	2018	

[4]. Despite the large growth potential, the digitalization rate 

in the production of large German companies is only just 

under	30	percent	–	with	small	and	medium-sized	companies	

even	only	at	20	percent	[5].	And	one	of	the	biggest	obstacles	

to networking is cybersecurity [6]: whereas the focus used 

to be primarily on the functional safety of production 

facilities,	cybersecurity	–	due	to	the	shift	from	closed	to	open	

cyber-physical	systems	–	is	now	increasingly	coming	to	the	fore	

[7]. However, long life cycles mean that updates are no longer 

offered for plants, patch policies become outdated and thus 

inadequate, and the available network protocols are no longer 

secure	[8].

Moreover, due to worldwide networking, cybercrime is not 

only a local, but a global problem for all industrialized nations. 

Especially attacks on industrial automation systems and the 

number of publicized cyber incidents are increasing rapidly [9, 

10].	Cybercrime	examples	ranges	from	severe	extortion	of	car	

manufacturers by means of ransomware to physical damage 

of	a	blast	furnace	in	a	German	steel	plant	[11,	12].

The Fraunhofer Institute for Production Technology IPT has 

therefore developed a holistic Production Security Readiness 

Check (PSRC) based on current norms, standards and guide-

lines, which shows manufacturing companies what security 

level they are currently at and what risks they are exposed to. 

Based on the company security level, the PSRC shows options 

for action that companies can use to close the gap between 

the security level already achieved and the desired level. 

INTRODUCTION 
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DER RAHMEN FÜR EINE ERFOLGREICHE 
TECHNOLOGIEFRÜHERKENNUNG
WHAT NEEDS TO BE PROTECTED?

Digital information is an asset that must be protected. To 

ensure the necessary protection, certain requirements are 

placed on IT systems. These requirements are referred to as the 

protection	goals	of	IT	security	[13,	14].	The	goal	is	therefore	

to	prevent	confidential	information	from	reaching	non-au-

thorized	persons	(confidentiality)	or	from	being	modified	

by	unauthorized	third	parties	(integrity)	[15,16].	In	parallel,	

access to information should, in the best case, be permanently 

guaranteed	(availability)	[17].	Based	on	these	requirements,	

there are three central goals that need to be protected: 

Confidentiality,	integrity	and	availability	of	both	data	and	

systems	[12,	16].	In	addition	to	these	central	goals,	other	

protection goals exist, including authenticity, accountability, 

transparency,	and	contingency	[18].	The	requirements	for	IT	

systems in the form of protection goals are either determined 

by the company, for example if critical manufacturing data is 

to	be	stored	and	processed	confidentially,	or	they	are	defined	

in laws and standards.

There is currently no coherent and generally applicable IT 

security law in Germany. Rather, legal requirements relating 

to IT security are spread across a large number of different 

laws	[19].	The	entry	into	force	of	the	IT	Security	Act	in	2015	

was	intended	to	contribute	more	specifically	to	improving	the	

security	of	IT	systems	in	companies	[20].	The	main	addressees	

of the law also include operators of critical infrastructure and 

telecommunication	and	telemedia	providers	[19,	21].	German	

industrial production and the associated value chains are not 

explicitly mentioned as addressees. There are no legal foun-

dations for this sector outside of the regulations for critical 

infrastructures	that	affect	IT	security	[12].	In	IT,	there	are	a	

large number of different standards and norms from various 

bodies	that	affect	security	[12].	Figure	1	depicts	the	most	

important laws, standards and bodies promoting IT security.

Overview of the most important international and national IT security laws, standards and bodies [27]

Figure 1: Overview of the most important international and national 
IT security laws, standards and bodies 
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Today’s industrial production aims to increase its productivity 

and at the same time reduce costs. To achieve this goal, 

automated production systems are used within an operational 

context. The individual areas of today’s industrial automation 

are	illustrated	by	the	so-called	automation	pyramid	(cf.	Figure	

2, left) [23].

The automation pyramid describes six different levels in the 

company that have interfaces with each other. The advancing 

networking of production means that IT (Information 

Technology) and OT (Operational Technology) networks are 

slowly converging. A complete air gap, the physical separation 

of systems between the supervisory and planning levels, 

is de facto continuously decreasing in today’s production. 

Production equipment that used to operate in isolation with 

proprietary protocols in the IACS (Industrial Automation and 

Control Systems) environment, for example, is now adopting 

open network protocols from IT networks [26]. Threats against 

production plants were previously considered manageable, 

since	these	plants	–	seen	from	an	IT	perspective	–	formed	

islands that could only be attacked from the outside to a 

limited	extent	[12].	With	reference	to	the	automation	pyramid,	

the	Industry	4.0	approach	now	ensures	that	all	system	com-

ponents are networked horizontally and vertically throughout. 

However, this means that the classic hierarchical automation 

pyramid is dissolving and an automation network is created 

(cf.	Figure	2,	right).	For	sensors	and	actuators	at	the	field	

level, this means that they not only exchange data exclusively 

with the control level (PLC/SCADA), but across levels [27]. 

Field devices are then directly connected to the automation 

network. From the point of view of IT security, this means that 

field	devices	can	now	be	accessed	directly	from	the	Internet	

via Ethernet/WLAN and are therefore also vulnerable to attack. 

Protective layers from PLC or SCADA systems no longer exist. 

Interfaces to mobile data carriers offer additional potential for 

attack	[28].	Risks	and	challenges	for	production	can	be	derived	

from both the automation pyramid and the automation 

network shown.

INDUSTRIAL PRODUCTION FROM THE  
IT PERSPECTIVE

Figure 2: Automation pyramid and network in the production [23] [24]
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Figure 3: Cumulative number and representation of possible weak points in the automation pyramid [30] [31]

Figure 3: Cumulative number and representation of possible weak 
points in the automation pyramid 

0

3%          Management Level

11% Planning Level

Supervisory Level            64%

18%      Control Level

4%                   Field Level

100 200 300 400 500

Total published 
IACS vulnerabilities per level 

(02/2013 - 04/2016)

Infected 
USB Drives

PrinterPC

Switch

Historian

Infected
USB Drives

PC

Infected
USB Drives

HMI SCADA

Insecure WiFi

Infected 
Engineering 

Stations

PLC

Modified PLC 
Code

Internet

Insecure internet 
connection

Unauthorized
Access Rights

Insecure Remote 
Maintenance

Risks and Challenges in Production 

The	risks	and	challenges	in	production	can	be	defined	into	

three categories: literature distinguishes between the opera-

tional,	the	technical	and	the	management	domain	[8].	Thus,	

it is necessary to achieve a large number of operational goals, 

for example, ensuring functional capability, while at the same 

time maintaining a high level of availability of the production 

facilities. On the technical side, the risks and challenges are 

based in the use of embedded systems and insecure network 

protocols,	but	also	in	the	requirement	to	guarantee	real-time	

performance. In most cases, an IACS must operate in real time 

to manage the production process. Communication latency 

and	jitter	are	the	critical	factors	for	real-time	communication	

of the OT network. The requirement for low latency makes it 

difficult	to	implement	resource-hungry	security	mechanisms	

such as encryption. From a management perspective, low 

user and operator awareness, inadequate regulation of IT 
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security in production, and long equipment lifecycles pose 

additional	risks	[8].	Procuring	a	new	industrial	plant	entails	

higher investment: the plant must be operated for several 

decades in order to pay off the investment costs. A plant life 

of	up	to	30	years	is	not	uncommon	[29].	These	long	life	cycles	

lead to two problems in terms of cybersecurity: There is hardly 

any protection against the new threats and at the same time 

security mostly depends on unsupported (operational) systems 

[8].	If	companies	do	not	consistently	address	these	described	

risks and challenges, vulnerabilities in production can arise.

Vulnerabilities in the Production Environment 

Vulnerabilities exist in every single level of the automation 

pyramid: The left part of Figure 3 shows examples of vulner-

abilities for each individual level. The right part shows the 

cumulative	number	of	published	IACS-related	vulnerabilities	

from	2013	to	2016.	This	number	is	based	on	public	reports	

as	well	as	the	ICS-CERT	database.	With	465	out	of	724	cases,	

more than half of the published vulnerabilities concern the 

supervisory	level	[30,	31].

IT security experts see several reasons as to why many 

vulnerabilities are discovered at this level in particular. Possible 

causes	are	[30]:

1.	The	industrial	hardware	and	software	used	is	similar	to	 

office	hardware	and	software	(e.g.	HMI)	and	is	therefore	

familiar to vulnerability researchers. 

2. The software used can be easily and cheaply obtained from 

researchers in the form of demo versions.

3. The supervisory level is critical in nature, meaning that 

access to the supervisory level automatically grants access to 

the connected control level and physical process. The search 

for	weak	points	within	the	control	and	field	levels	becomes	

not necessary.

4.	Non-authenticated	protocols	allow	direct	access	to	the	 

OT network.

Attack Methods and Means 

To implement security measures, it is necessary to understand 

the attackers’ methods. They are no different from security 

experts that test a system. Different types of attacks are shown 

in Figure 4.

Regardless of the type of attacks, they follow a similar  

pattern [34]:

1.	Spying	out	vulnerabilities	of	the	system

2.	Infiltration	of	the	system	by	exploiting	its	vulnerability

3. Execution of the malware

The description is based on expert interviews conducted by 

the ENISA ICS Security Stakeholder Group (EICS) and the 

European SCADA and Control Systems Information Exchange 

(EuroSCSIE) as part of an ENISA study. Other experts from 

industry, academia and politics were interviewed [32].
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Figure 4: Common methods and means of attacking industrial production facilities [32][33][34]

Figure 4: Common methods and means of attacking industrial 
production facilities
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STUDY DESIGN 

To determine the current security level of companies, the 

Fraunhofer IPT has developed the Production Security Readiness 

Check	(PSRC).	The	PSRC	is	a	model	for	self-assessment	of	the	

cybersecurity status of manufacturing companies and helps 

them to evaluate and improve their cybersecurity planning. 

Specifically,	the	PSRC	focuses	on	the	implementation	and	

management of cybersecurity practices related to information 

technology (IT) assets, operational technology (OT) assets, as 

well as environments in which they operate. The PSRC model 

has been mapped in the form of an Excel spreadsheet. 

The Production Security Readiness Check helps manufacturing 

companies in achieving the following goals:

1.	Assessing	and	strengthening	cybersecurity	measures	 

in production.

2.	Identification	of	risk	vectors	in	the	company	and	in	

production

Prioritization of Actions and Investments in Cybersecurity

The PSRC was developed to be used by manufacturing compa-

nies of any industry, structure, and size [35]. The tool is primarily 

based on the Cybersecurity Capability Maturity Model (C2M2) 

and a combination of common cybersecurity standards such as 

ISO	27001,	IEC	62443,	NIST	CSF,	and	BSI	IT-Grundschutz.	The	

application of existing security norms and standards is essential 

in the IT and OT domains to ensure a holistic approach to 

security	[36][37][38].	The	PSRC	consists	of	nine	domains	that	

map those topics that must be considered for a holistic security 

approach. These are illustrated in Figure 5 [35].

Figure 5: The nine domains of the PSRC

Figure 5: The nine domains of the PSRC
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Sample and Survey Method 

The	sample	selection	was	based	on	the	Classification	of	

Economic	Activities,	2008	Edition	(WZ	2008)	of	the	German	

Federal	Statistical	Office.	The	economic	sector	C	Manufactur-

ing Industry was particularly relevant for this study. To address 

the companies, the Creditreform database was used with 

the help of the business information service provider Nexis. 

Companies	with	a	minimum	number	of	employees	of	20	from	

the manufacturing sector were selected, which also had an 

e-mail	contact	address.	

 

From	the	given	pool	of	companies,	28	companies	from	

different	industrial	sectors	finally	participated	in	the	detailed	

study. Their allocation to the respective industry sectors can 

be	seen	in	Figure	6.	In	the	first	step,	these	companies	assessed	

their security status using PSRC. The time needed for the 

self-assessment	was	designed	at	a	minimum	of	three	hours	

per company. Based on the completed results, the second step 

was to conduct telephone interviews with selected companies, 

each	lasting	30-60	minutes.	The	aim	of	the	interviews	was	

to verify the results obtained and to qualitatively explore the 

reasons for a possibly low level of implementation.

Evaluation Method 

In	order	to	better	compare	the	previously	defined	domains	

with each other, the evaluation was carried out identically for 

each domain: The evaluation always began in general terms 

and ended in a detailed examination. In order to be able to 

represent	the	described	cybersecurity	practices	–	which	form	

the	basis	of	the	PSRC	–	at	an	appropriate	level	of	abstraction,	

these were mapped in the Excel sheet as independent, clearly 

differentiable building blocks. For this purpose, these building 

blocks	each	refer	to	a	question	that	is	as	fine-grained	as	

possible and, although they have identical nomenclature, their 

Figure 6: Industry sectors involved in the IT security study
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Figure 6: Industry sectors involved in the IT security study
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Figure 8: Implementation status of all cybersecurity practices across all domains

Figure 7: An excerpt from the ACCM domain [35]

content differs across domains. For example, in the asset, 

change	and	configuration	management	(ACCM)	domain,	the	

company	evaluates	on	a	four-level	scale	whether	it	has	not	

implemented, partially implemented, largely implemented 

or	fully	implemented	the	building	block	“ACCM-1.1a:	There	

is an inventory of OT and IT assets relevant to production“ 

[35]. Based on the individual scores of the respective building 

blocks, the summarized implementation status of all practices 

in	a	domain	for	the	participating	small	and	medium-sized	

enterprises (SMEs) and large enterprises is presented in the 

form	of	a	boxplot	diagram.	Specifically,	it	means	that	across	

all practices, the mean value of the implementation status was 

determined for each individual company. The individual mean 

values for the companies were then plotted on the boxplot 

diagram. As additional information, the boxplot diagram 

includes	the	median	–	which	is	robust	against	outliers	–	as	

well as the mean value of the previously calculated individual 

values. The advantages of the boxplot diagram lie in the clear 

presentation of the distribution and the range of the results. 

In the next step, a detailed examination of the method and 

management objectives within the domain also took place in 

the form of a boxplot diagram. The method and management 

goals serve as categories for the individual cybersecurity prac-

tices	(e.g.,	ACCM-1.1b:	There	is	an	inventory	of	information	

assets	relevant	to	production	etc.)	into	higher-level	goals	such	

as	Goal:	1.	Manage	the	Asset	Inventory	of	the	ACCM	domain	

[35]. This is shown in Figure 7. 

In the detailed analysis, the actual and target implementation 

status of the individual modules within a domain of SMEs and 

large companies was compared in a network diagram. For this 

purpose, the actual implementation average was determined 

for each individual module for all SMEs and large companies 

and compared with the recommended target implementation 

status. This representation makes it possible to identify the 

need for optimization of each individual module. 

Figure 7:An excerpt from the ACCM domain 



11

FINDINGS

Figure 8: Implementation status of all cybersecurity practices across all domains

Across domains, the implementation status of all cybersecurity 

practices of the SMEs and large enterprises surveyed is shown 

in	Figure	8.	

On average, the large enterprises surveyed have a higher 

cybersecurity implementation status than SMEs. This is partic-

ularly	noticeable	in	the	median	(GU:	0.98;	SME:	0.66).	These	

data show that the topic of cybersecurity is less present overall 

among the SMEs surveyed than among the large enterprises. 

Both boxplots show large spreads and thus a high variance in 

the implementation of cybersecurity practices. 

Detailed Consideration Using the Example of the Asset, 

Change and Configuration Management Domain 

The	asset,	change	and	configuration	management	domain	

describes	the	management,	configuration	and	modification	of	

IT and OT assets. Assets are understood to be all assets of a 

company, including all hardware and software in production 

[35].	In	the	asset,	change,	and	configuration	management	

domain, the following results are summarized and can be seen 

in Figure 9: Compared to the risk management domain, the 

ACCM	domain	shows	a	higher	level	of	implementation	–	on	

average and median for both the participating SMEs (mean: 
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Figure 8: Implementation status of all cybersecurity practices across all domains
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1.13;	median:	0.98)	and	the	large	enterprises	(mean:	1.47;	

median:	1.55).	This	can	be	explained	by	the	fact	that	the	man-

agement	of	corporate	assets	–	irrespective	of	IT	security	–	is	a	

common process, particularly in large companies.

One company from the print media industry has used the 

GDPR	introduced	in	May	2018	as	an	opportunity	to	voluntarily	

improve asset documentation not only in the IT network but 

also in the OT network, thus raising the level of security. 

However, the large companies surveyed see the intrusion of 

legislation	into	non-critical	sectors	such	as	manufacturing	as	

problematic. They fear overregulation through legislation.

0 1 2 3

SME < 250 MA

Large enterprise ≥ 250 MA

Not implemented Partially implemented Largely implemented Fully implemented

n [SME] = 16

n [LE] = 12

0,19
0,66

0,98
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Figure 9: Implementation status of all cybersecurity practices in the ACCM domain

Min. = company with the lowest cybersecurity implementation level  

Max.= Company with the highest cybersecurity implementation status 

Qu = Lower quartile (25% limit)                  Mean value

Qo = Upper quartile (75% limit)                  Median

25 25 25 25
Data distribution in %:

In	a	detailed	representation	(Figure	10),	we	can	see	that	the	

participating companies certainly have a basic inventory of 

IT and OT assets that are relevant for production. All other 

additional information supporting the inventory, such as the 

mapping of physical and logical connections between assets, 

is	either	not	implemented	–	in	SMEs	–	or	only	partially	imple-

mented	–	in	the	large	companies	–	which	is	reflected	in	the	

respective mean value. In the case of mapping, one company 

example shows a historical growth of connections within the 

company, coupled with poor documentation. As a result, not 

all connections can be clearly tracked.

Figure 9: Implementation status of all cybersecurity practices in the ACCM domain 
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Especially an institutionalization of the activities, i.e. their 

consolidation	in	the	first	three	methodological	objectives,	was	

not implemented by more than half of the participating SMEs. 

Viewed	in	the	network	diagram	(Figure	11),	neither	the	

participating SMEs nor the large companies were able to fully 

achieve the recommended level of implementation. The large 

enterprises performed better than the SMEs in most building 

blocks.	Base	configurations	for	inventoried	assets	are	partially	

(SMEs:	1.75)	and	largely	(large	enterprises:	2.25)	in	place	to	

ensure	the	same	configuration	for	identical	assets	(see	building	

block	ACCM-2.1a).	When	importing	basic	configurations	

to production facilities, IT protection goals are only partially 

considered.	Production	facilities	from	third-party	companies	

act like a kind of black box for companies: i.e. a company 

must	trust	what	the	manufacturer	has	preconfigured	and	pre-

installed. However, the manufacturers of production facilities 

often inadequately document the set parameters. 

If parameter changes are made to production facilities, compa-

nies document these changes regularly, but do not test them 

with	regard	to	the	protection	goals	(confidentiality,	integrity	

and	availability),	but	only	estimate	them	in	a	best-practice	

procedure	(cf.	modules	ACCM-3.1a-3.3g).	The	reason	for	

this procedure is to avoid production downtime. Another 

Figure 10: Implementation status of method and management goals in the ACCM domain [35]
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reason for the lack of testing of changes is that the choice for 

plants	in	production	is	made	according	to	the	best-in-breed	

principle.	This	means	that	individual	solutions	are	identified	

for each area of application and integrated into the existing 

infrastructure. This creates a very heterogeneous machine 

picture, which does not allow the development of a separate 

test environment (sandbox) with each machine manufacturer. 

Likewise,	the	benefit	of	focusing	solely	on	the	availability	of	a	

plant is critically evaluated by an expert from a participating 

mechanical engineering company. 

The segmentation and isolation of IT and OT networks and 

their assets is well known to all companies surveyed, but is not 

consistently applied, especially by SMEs. In many cases, they 

do not yet see the need for this because their production does 

Figure 11: Actual and target implementation status of the individual modules in the ACCM domain 

not have a direct connection to the Internet and therefore 

does not need to be segmented separately. Establishing 

vertical,	cross-level	access	in	the	automation	pyramid	in	both	

directions	–	while	at	the	same	time	separating	the	production	

systems	–	is	a	challenge	for	SMEs	in	particular.

Summary of the Results of the Other IT Security Domains 

Large companies, especially those listed on the stock 

exchange, have a general risk management system with 

well-documented	manuals.	Within	risk	management,	

cybersecurity is predominantly actively addressed in the 

office	network.	In	production,	the	risk	from	cyberattacks	is	

recognized, but only actively targeted in a few cases. The 

situation is similar among the participating SMEs, although the 
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implementation of security measures is even lower on average 

here.	Both	the	large	enterprises	and	SMEs	have	difficulty	ho-

listically grasping the threat landscape posed by cyberattacks. 

Quote from one respondent: “You can start anywhere, so to 

speak.”	–	There	is	a	reluctance	to	invest	in	an	initial	effort.	

Dealing	with	the	risk	of	cyberattacks	finds	a	reactive	rather	

than a proactive nature.

Compared to all other domains, the identity and access man-

agement domain achieved the highest level of implementation 

among both SMEs and large enterprises. In this domain, 

mature directory services such as Windows Active Directory 

(AD)	and	off-the-shelf	software	such	as	SAP	already	exist	to	

help	enterprises	manage	the	entire	lifecycle	–	from	creation	

to	deactivation	–	of	logical	and	physical	access.	Similar	to	

the ACCM domain and asset management, processes for 

managing access and identities have become established in 

enterprises.	A	few	companies	additionally	apply	the	need-

to-know	principle	for	access	allocation.	One	large	enterprise	

revealed problems with the allocation of access at production 

sites outside Germany or Europe. Due to the lack of awareness 

of	security	–	especially	in	the	Asian	and	Arabic	regions	–	

security risks are incorrectly assessed for poorly administered 

access, according to the IT administrator. In his opinion, the 

understanding of security is at a similar level in Europe, the 

USA and also in India.

Another challenge is the balancing act between security 

and	the	user-friendliness	of	the	IT	network	infrastructure.	In	

concrete terms, this already means regulating the use of USB 

sticks, for example. On the one hand, a general ban on all USB 

sticks	in	the	company	would	drastically	reduce	user-friendli-

ness;	on	the	other	hand,	allowing	the	uncontrolled	use	of	USB	

sticks	would	significantly	compromise	security.

The results of the threat and vulnerability management 

domain are similar to those of the risk management domain: 

while large enterprises have a structured approach to 

eliminating vulnerabilities and threats, SMEs apply these in 

an ad hoc manner. However, both are overwhelmed by the 

acceleration of asset update cycles. There are huge differences 

in how vulnerabilities are handled on different components: 

while Windows components are subjected to active patch 

management, companies do not de facto actively patch PLC 

controllers. If testing is nevertheless carried out, large com-

panies in particular make use of support from the respective 

manufacturers at the time of patching. However, the exact 

effects of a patch on a plant cannot be predicted. This is 

due	to	the	difficulty	already	described	in	the	ACCM	domain,	

namely that companies do not have test systems and devices 

on-site	in	multiple	versions.

In the situational awareness domain, companies had to eval-

uate their activities around logging and monitoring. Logging 

and monitoring are performed, but not in a comprehensive 

or	goal-oriented	framework:	production	is	not	considered	

separately,	but	logging	is	done	company-wide	in	the	IT	and	OT	

network.	Large	enterprises	in	particular	use	so-called	security	

information and event management systems to support the 

company in their monitoring. SMEs choose an alternative 

route due to their limited resources: they outsource some 

of the logging and monitoring activities to service providers 

who periodically evaluate the logged data. Large enterprises 

with	a	high	volume	of	data	use	common	log	file	analysis	

tools,	but	have	difficulty	configuring	thresholds	for	alerts	

and warnings to protect the enterprise from cyberattacks. 

Defining	the	normal	behavior	of	a	network	and	distinguishing	

false alarms from true alarms must be done largely by hand. 

Many manufacturers of production equipment do not clearly 

communicate to the operating companies what they must, 

should or can monitor.
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The exchange of information and communication regarding 

cybersecurity topics can be described as inadequate overall: 

this domain has the second lowest level of implementation of 

all domains and holds particular potential for improvement. 

Most of the participating companies, both large enterprises 

and SMEs, rely exclusively on their own resources and 

obtain information independently without being active in an 

exchange network.

Responses to cyber events and incidents, as well as activities 

around	continuity	of	production,	are	also	not	sufficiently	im-

plemented. Due to sophisticated attack methods, participating 

companies fear that they will not detect a large number of 

attacks. Forward thinking to prevent incidents in general is 

slow to establish itself. Preventive measures to ensure con-

tinuous production are increasingly being developed at large 

companies with the help of business continuity management. 

Although this is being demanded by more and more custom-

ers of large companies, cybersecurity events play a subordinate 

role in this. Pro forma contingency plans do exist, but these 

are rarely tested with a view to an emergency. In the event of 

a cyberattack or incident, companies prefer to communicate 

openly internally. For example, a CEO fraud attack is commu-

nicated internally via email. IT leaders motivate employees to 

report any suspicious event. The companies strive to establish 

a	no-blame	culture	to	reduce	employees’	fear	of	possible	

consequences. 

Neither the SMEs nor the large companies surveyed are famil-

iar with cybersecurity practices in relation to the entire supply 

chain. When procuring new equipment, it is rare security re-

quirements	are	listed	in	the	specifications.	The	IT	department	is	

also rarely involved in procurement processes. Responsibilities 

as to who is responsible for the security of the system after de-

livery	are	inadequately	defined	between	the	manufacturer	and	

the operator of a system. In addition, plant operators currently 

rely on the manufacturer’s promises that the delivered plant is 

secure.	No	security-related	acceptance	tests	or	security	audits	

are carried out. The large companies surveyed have the lowest 

level of implementation of all domains here.

Despite the low level of implementation of the human risk fac-

tor domain, cybersecurity training is an issue at the companies 

surveyed. However, there is often a lack of consistent imple-

mentation: the existence of malware is merely pointed out on 

the intranet, but active, repetitive training either does not take 

place at all or at best rarely. Many employees are lulled into a 

deceptive sense of security that the IT department will protect 

them against risks. When new employees are hired, the large 

companies surveyed in particular have written instructions for 

IT that must be signed by the employees. However, security 

is only mentioned in passing in these instructions, if at all. A 

particular challenge is that when technical security measures 

are introduced, organizational measures in the form of train-

ing should not be neglected. Otherwise, there is a very high 

probability that employees will not understand the meaning of 

a newly introduced technical measure and will therefore not 

accept it or even circumvent it.

Figure	12	shows	a	summary	of	the	remaining	domains	in	

quantitative terms.
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Figure 12: Implementation status of the other domains
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OUTLOOK

The study showed that the Production Security Readiness 

Check can be used to record the security level of individual 

companies in the manufacturing sector in detail. By revealing 

its own weak points, the PSRC can thus contribute to 

improving the security level. With regard to the evaluation, we 

can	confirm	that	the	implementation	status	of	cybersecurity	

activities does not meet the required level either in SMEs or in 

large enterprises. In this respect, there is an enormous need 

for	action	across	all	industries	–	although	some	companies	are	

already working intensively on this topic in certain domains.

In the interviews, the PSRC received consistently positive 

feedback. The companies particularly liked the division into 

different domains, as this makes it clear which security areas 

they should pay particular attention to in the future. One SME 

would like to use the PSRC to communicate to management 

what	measures	should	be	defined	for	expanding	cybersecurity	

in the company. However, the high level of detail in the 

readiness	check	sometimes	led	to	difficulties	in	answering	the	

questions for SMEs without their own IT department. For this 

target group, both scope and complexity should be reduced. 

Another option is to adapt the Readiness Check to different 

industry	sectors	and	their	specific	requirements.	The	selected	

data	collection	method	in	the	form	of	a	self-assessment	

proved to be suitable in principle. 

In	the	future,	companies	can	use	the	one-time	documented	

ACTUAL implementation status as a benchmark reference for 

the further implementation of cybersecurity practices. The 

Readiness Check can be consulted as a working aid at regular 

intervals, as it can document the progress in establishing and 

improving one’s own cybersecurity practices when updated. It 

enables companies to query their current security level at any 

time and to identify the vulnerabilities that continue to exist. 

In particular, the transformation of the classic automation 

pyramid into an automation network and, beyond that, into a 

cyber-physical	system	will	result	in	further	challenges	for	new	

technologies. For example, the properties of the new mobile 

communications	standard	5G	–	high	data	rates,	low	latency	

–	will	be	of	great	importance	and	offer	new	possibilities	for	

wirelessly	connecting	field	devices	from	critical	infrastructures.	

In this context, cybersecurity will become even more important 

[39]. It will then become clear to what extent the PSRC can 

continue to be used in a supporting role.

Overall, the Production Security Readiness Check can already 

make an important contribution to a more secure IT and OT 

environment	in	companies	today	–	especially	in	the	course	

of increasing digitalization and the growing importance of 

cybersecurity as a result.
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