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Introduction

The manufacturing sector has witnessed a transformative 
shift in recent years, driven by the rapid adoption of digital 
technologies. This paradigm shift, often referred to as Industry 
4.0, has resulted in the seamless integration of physical and 
digital systems, leading to enhanced operational efficiency 
and growth. While these technological advancements offer 
numerous benefits, they also introduce significant cybersecuri-
ty risks, which are constantly increasing due to a multitude of 
vulnerabilities in digital elements and growing global tensions. 
Data theft, industrial espionage, and sabotage caused a total 
loss of 205.9 billion euro in Germany alone in 2023, and this 
trend is on the rise [5]. In 2024, both analog and digital attacks 
are projected to increase by approximately 29 %, reaching a 
total of 266.6 billion euro [6]. The alarming trend observed in 
Germany is mirrored on a global scale, with the cost of cyber-
crime anticipated to escalate to 13.82 trillion Dollar (approxi-
mately 11.73 trillion euro) by 2028, up from 9.22 trillion Dollar 
(approximately 7.83 trillion euro) in 2024 [7].

Emerging threats and challenges in Germany’s 
security landscape

The recent study by Bitkom e.V., the industry association for 
the German information and telecommunications sector,  
surveyed 1,003 participants from various industry interest 
groups [6]. The findings reveal that 8 out of 10 companies have 
experienced cyber attacks, and two-thirds of these companies 
feel that their very existence is at risk. Cyberattacks have risen 
by 7 % compared to the previous year, particularly targeting 
operational processes, information, and production systems. 
According to the surveyed companies, 70 organizations from 
German economy were affected or suspected of being affect-
ed between June 2023 and June 2024. Simultaneously, physi-
cal attacks have also surged, with a 15 % increase in the theft 
of physical documents, personnel files, patents, machines, 
and components compared to the previous year. Additionally, 
there has been a 13 % rise in the interception of meetings and 
phone calls on-site over the same period. 

Enhanced security and regulatory requirements for 
smart factories

The global increase in cyberattacks, which are mainly attribut-
ed to state actors and organized crime, is causing the pro-
duction sector to be increasingly targeted. As digitalization 
advances and the interconnection of operational technologies 
(OT) expands, not only IT systems but also various aspects of 
manufacturing companies could become the prime targets for 
cyberattacks. The integration of modern technologies such 
as 5G, AI, cloud systems, and smart sensors into traditionally 
isolated fieldbus systems is driving a convergence of infor-
mation technology (IT) and operational technology (OT). This 
convergence significantly broadens the attack surface in pro-
duction environments and creating new security vulnerabilities, 
especially when legacy systems are integrated into digitalized 
production environments. To summarize, according to a study 
by Allianz SE, companies see the greatest risks in data breach-
es, cyberattacks on critical infrastructure and physical assets, 
the increase in malware/ransomware attacks and disruptions 
due to the failure of digital supply chains, cloud and service 
platforms [8].

In response to these escalating threats, the European Union 
has implemented a series of regulations aimed at enhancing 
cybersecurity across various sectors, including manufacturing. 
Regulations such as the Network and Information Security  
(NIS2) Directive, the EU regulation on machinery and the Cyber 
Resilience Act (CRA) seek to establish a unified approach to 
cybersecurity, mandating that organizations adopt specific 
measures to protect sensitive data and ensure the resilience 
of critical infrastructures throughout the whole supply chain. 
Compliance with these regulations is not only a legal obliga-
tion but also a crucial step in building trust with customers and 
partners, reinforcing the need for robust security practices in 
production environments.  
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Embracing secure digitalization: Zero Trust as a key 
strategy for future-proof manufacturing?

One promising approach to addressing these challenges is the 
adoption of a Zero Trust security model, particularly in digi-
talized Operational Technology (OT) settings. The Zero Trust 
framework operates on the principle of “never trust, always 
verify”, meaning that no device or user is trusted by default, 
regardless of their location within the network. By imple-
menting strict identity verification protocols and continuously 
monitoring network traffic, manufacturing companies can 
significantly reduce the risk of unauthorized access and lateral 
movement within their systems. This approach is particularly 
effective in OT environments, where traditional perimeter 
defenses may no longer suffice due to the convergence of IT 
and OT systems. By fostering a culture of continuous security 
vigilance, the Zero Trust model can help mitigate the risks 
posed by cyber threats, ensuring the integrity and availability 
of critical production processes. However, implementing a Zero 
Trust architecture involves significant effort and high complex-
ity. Additionally, the lack of harmonized standards for interop-
erability of product functionality presents a major challenge for 
companies. For this reason, the study “Zero Trust Architectures 
for Interconnected Industry” addresses the question:

“How can Zero Trust be established in OT environments con-
sidering industry specific requirements and is it reasonable?”

The first section outlines the obligations imposed on man-
ufacturing companies by the European Union within the 
framework of cyber regulation. Based on these requirements, 
a comprehensive study on Zero Trust is conducted, with a 
particular focus on the adaptation of its concepts in digitalized 
operating environments. Finally, the study offers a best prac-
tice guide, providing companies with a step-by-step overview 
of the implementation of Zero Trust  in production settings, 
while identifying associated opportunities and risks.
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Due to the rising number of cyberattacks on companies within 
the European economy and critical sectors, the European 
Union is enacting an increasing number of cyber regulations, 
now also impacting the manufacturing industry for the first 
time. Notably, the Network and Information Security (NIS2) 
Directive, the EU Machinery Regulation, and the Cyber 
Resilience Act (CRA) establish a regulatory framework that 
targets the processes of manufacturing companies in the EU, 
as well as hardware and software products distributed within 
the European Single Market. This legal framework not only 
binds individual companies within the EU but also extends 
to suppliers, thereby encompassing the entire supply chain. 
Consequently, companies that manufacture products outside 
the EU and sell them within the EU are also subject to these 
regulations. A brief overview of the relevant regulation is given 
in Figure 7. 
 
 
 
 

 The following sections provide a detailed examination of the 
NIS2 Directive  and the CRA and summarize the obligations for 
companies.

Network and Information Security (NIS2) Directive

With the implementation of the Network and Information 
Security (NIS2) Directive, which must be transposed into 
national law by October 18, 2024, the European Union sends 
a clear message. This directive broadens the definition of 
critical security sectors to include manufacturing companies as 
important entities, such as those in the machinery sector, with 
a workforce of 50 or more employees or an annual revenue 
exceeding 10 million euro. It is estimated that around 30,000 
businesses within Germany will be affected directly by these 
measures, with approximately 80 % of these companies being 
unaware of their obligations.

Cyber regulation in the European Union

- Informationsklassifizierung -10/25/2024 © Fraunhofer IPT/WZL der RWTH Aachen13

Overview: Cyber Security Regulation in the European Union
NIS2, Machinery Directive and Cyber Resilience Act

Figure 4: Overview of upcoming cybersecurity regulations that affect the manufacturing sector.
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Figure 7: Overview of upcoming cybersecurity regulations that affect the manufacturing sector.



20

 

Production companies that fall under the NIS2 Directive must 
comply with certain obligations. These obligations, outlined in 
the NIS2 Directive, include:

Governance:  
Management bodies are responsible for approving risk man-
agement strategies, monitoring their implementation, and 
being held accountable for any violations that occur. 

Awareness:  
Regular security training should be conducted to enhance 
knowledge and skills at all levels, including management, to 
effectively identify risks and apply cybersecurity procedures. 

Risk management:  
A comprehensive approach to risk management should 
include risk analysis, incident handling, business continuity 
planning, security measures for network and information 
systems, the use of cryptography, multi-factor authentica-
tion (MFA), and effective asset management. 

Reporting obligations:  
Organizations must report any significant security incident 
within 24 hours of becoming aware of it. An assessment of 
the incident's severity and impact should be provided within 
72 hours, with a final report due within one month. 

Supply chain: 
It is essential to ensure the security of supply chains by 
addressing both technical and non-technical risk factors. 

As a result, the company’s management is directly accountable 
for the implementation and oversight of cybersecurity mea-
sures. Additionally, technical, operational, and organizational 
measures must be established to manage risks, aiming to pre-
vent, detect, and respond to potential cyberattacks. The scope 
and scale of these measures should align with various evalua-
tion factors, such as company size, incident likelihood, and the 
societal and economic impact of security breaches.

In the event of significant security incidents causing serious 
operational disruptions, affected companies must fulfil report-
ing obligations. An initial warning must be reported within 
24 hours of becoming aware of a significant security incident, 
followed by a comprehensive assessment within 72 hours, 
including severity and impact ratings. Interim reports on rele-
vant status updates may be requested, with a final report due 
no later than one month after the incident. These reporting 
obligations also apply if third parties or institutions may suffer 
significant material or immaterial damages. Notably, NIS2 
addresses supply chain risk management, acknowledging that 
attackers may exploit trust within the supply chain to introduce 
malicious components or compromise its integrity.

For manufacturers affected by NIS2, non-compliance with 
these obligations can result in fines  of up to 7 million euro or 
1.4 % of the total global revenue from the previous financial 
year. Authorities are authorized to conduct on-site inspec-
tions and oversight measures, which can also be delegated 
to third parties, including trained external professionals. In 
cases of violations, company executives may be held personally 
accountable.

Cyber Resilience Act (CRA)

The Cyber Resilience Act (CRA) addresses a critical gap in 
cybersecurity by focusing on the security of products entering 
the European market, an area that often receives less atten-
tion despite investments by companies in their own network 
security measures. To enhance both corporate governance and 
product security, the NIS2 Directive  and the CRA complement 
each other effectively. However, while the NIS2 Directive  is set 
to come into force end of 2024, companies will have additional 
time to fully implement the requirements that are mandatory 
under the CRA. The CRA was adopted by the EU Parliament 
in March 2024 and is awaiting ratification by the EU Council 
at the time of writing. It is anticipated that this ratification will 
occur before the end of 2024, initiating a 36-month transition 
period. As a result, effective implementation of the CRA is 
expected by November 2027.

Its primary objective is to ensure that digital products and 
services are designed with robust security measures from the 
outset, thereby reducing vulnerabilities that could be exploited 
by cybercriminals. One of the key components of the Act is the 
establishment of specific security requirements that manufac-
turers must adhere to when developing digital products. This 
includes ensuring that products are resilient to cyber threats 
and that they incorporate security features that can withstand 
potential attacks. Transparency is another critical aspect of the 
Cyber Resilience Act. Manufacturers are required to provide 
clear and accessible information regarding the security charac-
teristics of their products. This includes details about potential 
risks, security updates, and how users can protect themselves. 
By fostering transparency, the Act aims to empower consumers 
and businesses to make informed decisions about the digital 
products they use. In addition to these requirements, the CRA 
mandates that companies report significant cybersecurity inci-
dents to relevant authorities. This incident reporting obligation 
is designed to facilitate a swift response to cyber threats and 
to improve the overall understanding of the cybersecurity land-
scape within the EU. By collecting data on incidents, authori-
ties can identify trends and develop more effective strategies 
to combat cybercrime.
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The key provisions  of the Cyber Resilience Act (CRA) can be 
summarized as follows:

Risk assessment and support throughout the entire 
product life cycle: 
Manufacturers must conduct risk assessments to identi-
fy potential vulnerabilities in their products and services. 
They are then required to implement appropriate security 
measures to mitigate these risks. In addition, manufacturers 
must provide free security updates for at least 5 years. 

Security by design and by default:  
Products and services must be designed with security as a 
core consideration from the outset. This means that security 
features should be built into the products rather than added 
as an afterthought. Additionally, products must  be config-
ured to have secure default settings. 

Reporting of security vulnerabilities: 
Manufacturers and importers are obligated to report cyber-
security incidents to the relevant national authorities.  

Product labeling and transparency:  
Products must be labeled with information about their 
security features and any known vulnerabilities. Consumers 
will have the right to be informed about the security impli-
cations of the products they purchase. 

Noncompliance with the CRA can imposes substantial sanc-
tions. Violations of fundamental requirements can result in 
fines of up to 15 million euro or 2.5 % of a company's total 
global annual revenue, whichever is higher. For breaches of 
other obligations, fines can reach 10 million euro or 2 % of 
global revenue. Additionally, providing false or misleading 
information to notified bodies can lead to fines of up to  
5 million euro or 1 % of total global revenue.
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Zero Trust as a security strategy in manufacturing

The implementation of security measures involves significant 
complexity and effort. The production sector presents a unique 
challenge, as it must consider both IT and OT systems. As these 
areas converge through digitalization and networking, the 
potential attack surface for companies expands, making them 
more vulnerable to threats, even at the field level [9]. A minor 
oversight can create a critical vulnerability, allowing unautho-
rized access to internal systems. Therefore, adapting cyber-
security strategies is essential for organizations to effectively 
plan, assess risks, and monitor their network and information 
systems. With forthcoming cybersecurity regulations, compli-
ance with established standards may soon become mandatory.

Numerous recognized national and international norms and 
standards are documented in the literature. In a globalized 
economy, harmonized standards are especially beneficial, as 
they are acknowledged across various countries and increas-
ingly serve as prerequisites for trade between institutions. For 
the manufacturing industry, ISO/IEC 27001, which focuses on 
information security management systems, could help with 
compliance with the NIS2 Directive, as ISO 27001 defines 
measures for implementing the minimum requirements of the 
NIS2 Directive. For example, through the introduction of an 
information security management system (ISMS), processes 
can be introduced for risk management or for handling secu-
rity incidents. The prior introduction of a quality management 
system in accordance with ISO 9001 is recommended. IEC 
62443 can be used in a similar form for the implementation 
of the requirements by the CRA in the production sector. In 
particular, IEC 62443-4-1 and IEC 62443-4-2 define technical 
and organizational requirements for “Security by Design”. 

While many standards share common elements, they often have 
distinct certification requirements, especially in the manufactur-
ing sector. This can pose challenges for organizations seeking 
compliance, as they must navigate the unique criteria and pro-
cesses of each standard. Furthermore, differing interpretations 
of similar concepts can result in inconsistencies in implementa-
tion across manufacturing environments. However, obtaining 
security certification does not guarantee that a company is 
fully protected against cyber attacks. Often, only minimum 
requirements are mandated, leading to the implementation of 
isolated solutions that may not address broader security needs 
once certification is achieved. To address these challenges, the 
concept of Zero Trust is gaining prominence. Zero Trust is a strict 
security strategy that companies can adapt to improve technical 
and organizational protection and ensure compliance with cyber 
regulations. The importance and future viability of Zero Trust as 
a security concept is underlined by the requirement for all US 

government agencies to convert their infrastructures to a Zero 
Trust architecture. The following section outlines the fundamen-
tal principles of Zero Trust and presents best practices for its 
application in manufacturing environments.

Core principles of Zero Trust

Zero Trust is a strict security paradigm that assumes a breach 
has already occurred. It operates on the principle of least 
privilege, requiring all entities, for example devices, user or sys-
tems, to prove their identity and authorization before access-
ing resources [10], [11]. This eliminates implicit trust among 
entities and transforms traditional perimeter-based security 
into a multi-layered, integrated security approach. Communi-
cation between entities necessitates explicit verification and 
earned trust through reliable evidence. This continuous trust 
check minimizes the risks to confidentiality and integrity but 
can impair availability. It should be noted that the availability of 
resources in particular is essential for production. In summary, 
Zero Trust is defined by three core principles:

1. Assume breach: 
There is no longer a distinction between internal and 
external networks; the internal network is always con-
sidered insecure, and trust is never granted permanently. 
Trust is continuously assessed based on dynamic access 
policies, ongoing monitoring, and risk analyses, with 
access decisions made anew each time. 

2. First verify, then trust: 
The absence of implicit trust necessitates that every entity 
must authenticate and be authorized to access resources, 
with strong authentication playing a crucial role. 

3. Least privilege: 
The principle of least privilege means that only entities 
requiring access are granted it. This requires resources 
to be divided into smaller units and permissions to be 
assigned as granularly as possible. A smaller access radius 
limits uncontrolled data exfiltration, data manipulation, 
and lateral movement in the event of malicious access. 
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Zero Trust reference architecture

The principles of Zero Trust do not dictate a specific architec-
ture and remain unstandardized [10], [11]. Instead, guiding 
frameworks are provided for processes, identities, system 
design, and their interactions. For example, the NIST Special 
Publication 800-207 “Zero Trust Architecture” provides a 
reference architecture that is also supported by the German 
Federal Office for Information Security (BSI) in a “Zero Trust” 
position paper from 2023  [10].  The reference model and the 
logical components of a Zero Trust architecture are outlined in 
the following and shown in Figure 8.

The access decision functionality in a Zero Trust architecture is 
referred to as “Policy Decision Points” (PDP). The PDP compo-
nent ensures that access requests are valid. It can be a local 
entity within the organization or an externally hosted service. 
For evaluation, it could utilize the organization’s access policy 
and could gather information from various sources to assess 
trustworthiness. If the trust assessment is validated, the PDP 
could issue a restricted access permission from a device, user 
or system to the "Policy Enforcement Point" (PEP). The PEP 
then enforces the decision made by the PDP. To ensure the 
integrity of the communication paths, there should also be a 
separation between the communication required to control 
and configure the internal network and the communication 
used for application access. According to the Federal Office for 
Information Security (German: Bundesamt für Sicherheit in der 
Informationstechnik, abbreviated as BSI), a physical separation 

should take place for requirements with increased protec-
tion needs, whereby a logical separation is also sufficient for 
standard requirements [12]. In the Zero Trust reference model, 
this is termed the "Control Plane" and the "Data Plane". The 
process is illustrated in Figure  8.

The specific measures are largely influenced by the company's 
structure and may include factors such as IP address ranges, 
geographical access distribution, time-based access controls, 
the use of certificates, or hybrid dynamic models. 

Best practices for adopting Zero Trust in digital 
production environments

Implementing Zero Trust in digitalized and networked pro-
duction environments necessitates a well-planned change 
management process with tailored measures. Understanding 
the current status of security implementations is crucial. The 
Zero Trust Maturity Mode (ZTMM) serves as a valuable frame-
work to guide the effective integration of Zero Trust principles 
[11]. The following section therefore outlines a best practice 
guideline based on the reference architecture and the ZTMM 
that focuses on the production sector.

The ZTMM defines seven principles for the successful imple-
mentation of Zero Trust, which manufacturers should consider 
when implementing a Zero Trust architecture [9]. The tenets in 
the context of manufacturing are outlined in the following. 

- Informationsklassifizierung -
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Figure 5: Zero-Trust reference architecture & logical components.
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1. All data sources and computing services are regard-
ed as resources. 
In digitalized manufacturing, production IT components 
such as programmable logic controllers (PLCs), sensors, 
edge PCs, etc. are also resources and must be consid-
ered as part of a comprehensive Zero Trust architecture. 
Particular attention must be paid to legacy devices that are 
frequently used in the production environment. 

2. All communication is secured regardless of the loca-
tion of the network. 
In addition to user access, the encryption of Machine-
to-Machine (M2M) communication could be required, 
particularly when interactions between IT- and OT systems 
occurs. An example could be the usage of edge cloud sys-
tems for process monitoring and predictive maintenance. 
For real-time cloud access to control or sensor data, both 
hardware and software measures are needed to minimize 
latency from encryption. Depending on real-time needs, 
encryption can be implemented using Transport Layer 
Security (TLS) at layer 5, Internet Protocol Security (IPSec) 
at layer 3, or MAC Security (MACSec) at layer 2, with 
lower layers typically supporting stricter real-time require-
ments [12]. 

3. Access to individual resources is granted per session. 
In the context of digitized production environments, 
access to resources such as sensors, PLCs, or applications 
is facilitated through temporary sessions that feature 
customized permissions based on established policies. As 
a result, each new session must be verified and evaluated 
by a Policy Decision Point (PDP). 

4. Access to resources is determined by dynamic  
policies. 
Dynamic policies enable real-time adjustments to access 
authorizations for resources based on predefined factors. 
In contrast to traditional whitelisting methods, these poli-
cies can incorporate various criteria, such as geographical 
restrictions, time-based controls, User Behavior Analytics 
or hybrid approaches.  

5. Monitoring the integrity and security of all  
resources. 
Monitoring network and resource behavior necessi-
tates the integration of a sensor-probe system for each 
resource, including an Intrusion Detection and Prevention 
System (IDS/IPS). In digitized OT environments, the diverse 

range of vendors, along with their proprietary operating 
systems, applications, and network protocols, can compli-
cate the integration of solutions like Security Information 
and Event Management (SIEM) or Extended Detection 
and Response (XDR). This complexity demands a strategic 
approach to achieve effective security monitoring across 
diverse systems, ultimately contributing to the establish-
ment of a secure ecosystem. 

6. Authentication and authorization are dynamic and 
strictly enforced before access. 
In digitalized OT environments, dynamic authentication 
and authorization are critical to maintaining security 
and operational integrity. Access controls are not static; 
instead, they adapt based on real-time factors such as user 
roles, operational conditions, and context. Depending on 
the access requirements for a user or application, certifi-
cate-based authentication and authorization can facilitate 
time-based access, complete with detailed logging. A 
Public Key Infrastructure (PKI) based on the X.509 stan-
dard can be utilized to efficiently manage cryptographic 
keys and issue the required certificates for authentication 
and authorization. 

7.  Collection of data on all resources and networks to 
improve security. 
Data collection aligns seamlessly with the principles of 
Industry 4.0 and can be leveraged within a Zero Trust 
framework to strengthen security measures. This includes 
establishing baseline processes, training AI-based anomaly 
detection systems, managing vulnerabilities, and analyz-
ing access logs. These strategies collectively enhance the 
security posture of digitalized OT environments, enabling 
more effective threat detection and response. 

As derived from the principles of the Zero Trust Maturity 
Model (ZTMM), the implementation gradient can be illustrated 
across five distinct pillars, allowing for incremental advance-
ments toward optimization over time. These pillars, depicted in 
Figure  9, encompass identity, devices, networks, applications 
and data. Each pillar outlines some key aspects for the integra-
tion of Zero Trust in production environments related to three 
overarching functions: Visibility and Analytics, Automation and 
Orchestration, and Governance. These functions align with the 
demands of digitalized production in Industry 4.0, collectively 
creating a strong foundation for resilient manufacturing.



25

 

Deployment cycle for the implementation of Zero 
Trust in production environments

As a best practice for the integration of Zero Trust in produc-
tion environments, the first step will be given by the establish-
ment of OT Cybersecurity Governance, followed by the defini-
tion of OT specific policies and procedures. This initial step can 
be aligned with recognized standards such as ISO/IEC 27001 or 
IEC 62443-2-1. Simultaneously, the company must enhance its 
capabilities in automation, orchestration, visibility and analytics 
to facilitate the integration of selected processes into a Zero 
Trust architecture in accordance with Figure  8. 

Once processes are established, such as through the imple-
mentation of an Information Security Management System 
(ISMS), the deployment cycle can be leveraged to integrate 
Zero Trust within a change management process as shown in 
Figure 10. During the preparation and categorization process, a 
comprehensive assessment of all resources and users, includ-
ing business processes, must be carried out and inventoried. 
Depending on the size and complexity of the system under 
consideration and the company's level of maturity, this step 
can take a considerable amount of time. After the inventory is 
complete, the critical processes with the highest associated risks 
must be identified. A suitable process is then chosen based on 
the risk analysis and subsequent risk quantification. For the pilot 
phase, it is advisable to select non-critical processes to mitigate 
the impact of potential failures during the initial rollout.

If the risk assessment is completed, the implementation phase 
for the selected candidate process begins. Based on the Zero 
Trust reference architecture shown in Figure 8, the logical 
components, such as PDP and PEP, must be developed first. For 
example, the PDP in the control plane could be deployed either 
on-premises or in public cloud environments. The PDP and the 
agent in the data layer must be implemented directly on the 
relevant systems and resources. If legacy systems are in use or 
if implementing a PDP on proprietary hardware or software is 
too complex or costly, integrating a Zero Trust security gateway  
as a PEP could be considered. 

Once the Zero Trust reference architecture for the selected 
candidate process, along with the policy configurations, is 
established and tested, the pilot system can be deployed in 
a real operational environment, a realistic test lab or a sand-
box. By establishing a baseline activity pattern, policies can be 
refined based on practical experience. If the baseline activity is 
established and evaluated, companies can either expand their 
strategy to include new candidate processes or enhance their 
existing Zero Trust architecture by leveraging the five pillars of 
the ZTMM, as outlined in Figure 9. For instance, an IDS could 
be integrated for the selected candidate process. If the evalu-
ation is found lacking, the deployment cycle can be adjusted 
and restarted from the beginning. 
 

- Informationsklassifizierung -
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 Figure 9: Pillars of the Zero Trust integration model.
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In general, organizations can implement a Zero Trust architec-
ture in production environments through various strategies. 
Common methods that align with the seven tenets of Zero 
Trust include enhanced identity governance, micro-segmen-
tation, and software-defined perimeters [11]. Each method 
adheres to Zero Trust tenets but may prioritize different 

components. The choice of approach typically depends on 
specific use cases and existing policies, with some being easier 
to implement than others. While alternative methods remain 
feasible, they may necessitate more substantial changes to 
current business processes.

Figure 10: Hybrid Zero Trust architecture deployment cycle.

- Informationsklassifizierung -
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The recent number of security incidents shows that cyberse-
curity will remain a pressing issue for organizations, driven 
by emerging threats and tightening security and regulatory 
requirements. As these challenges evolve, the importance of 
robust cybersecurity measures is likely to increase significant-
ly. As a reference, expenditure on IT security in Germany will 
increase by 13.1 % by 2024 and will exceed the 10 billion euro 
mark for the first time [13]. However, there is a significant gap 
compared to the total loss of 266.6 billion euro forecast for 
Germany in 2024. 

In this context, Zero Trust could provide a robust strategy to 
mitigate the risks associated with digitalized and connected 
production, enabling companies to improve their cyber resil-
ience and protect themselves from future threats. Adopting a 
Zero Trust architecture in digitalized production environments 
presents numerous opportunities to enhance security. By 
following Zero Trust principles, organizations can strengthen 
their security posture through targeted measures that establish 
explicit trust for identities, devices, networks, applications, and 
data. This strategy considerably lowers the risk of unauthorized 
access and malicious activities. Furthermore, by minimizing 
the attack surface through restricted resource access, Zero 
Trust effectively reduces potential entry points for attackers. 
This enables companies to meet the obligations to implement 
security mechanisms as prescribed by NIS2 and prepare their 
business for the future in the context of upcoming regulations 
and cyber threats.

However, the integration of a Zero Trust architecture intro-
duces unique challenges, particularly in digitalized produc-
tion environments. For instance, having a comprehensive 
data inventory and a clear understanding of necessary data 
communication is crucial for organizations. Without a well-de-
fined awareness of permissible network interactions, access 
requirements, and the locations of sensitive data within the 

infrastructure, the risk of integration failures rises significantly. 
Moreover, when planning and designing a Zero Trust architec-
ture, it's essential to consider OT-specific requirements, includ-
ing the need for high availability, low latency, and the integra-
tion of legacy systems. An inadequately designed integration 
that fails to align with business processes can undermine the 
effectiveness of a Zero Trust implementation. Furthermore, the 
lack of standardization, particularly in OT, along with elevated 
costs, presents considerable obstacles to the successful deploy-
ment of Zero Trust within production environments.

Despite the various challenges associated with the implemen-
tation of Zero Trust, organizations could position themselves 
for the future through a strategically planned approach, there-
by adapting to the evolving threat landscape. Considering that 
“the path to Zero Trust is an incremental process that may take 
years to implement” [14], it would be advisable for companies 
to proactively address the concept of Zero Trust at this stage 
and explore the potential for incorporating initial measures, 
driven by regulatory obligations, into their cybersecurity plan-
ning process.

Conclusion  
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